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PRACTICALS
Experiment 1.1: Browsing and Searching

Practical Statement

Browser features, browsing, using various search engines, writing search queries.

Practical Significance

In the world of Lhe inlernel, Lthere are more consumers ol information Lthan the producer. The principle
is also propounded by the ISP's data allocation patterns. Higher bandwidth is offered for data downloading
than for uploading, Web browsers are user agents to search the available information on www. The process
of information retrieval while navigating from one page to another through hyperlinks is termed browsing.
Browsing & searching on the internet are now an integral part of day-to-day computing.

Search engines can also be leveraged 1o gel relevanl resulls based on given search Lerms. 1L is very
much relevant to acquire skills needed to effectively browse the internet to fetch the most relevant
information from the ocean of information i.e, www.

Relevant Theory

The browser helps us to perform convenient browsing using its user interface and features {refer to unit
1 section 1.2, page 9). Search engines, types of web searches, and their working is elaborated in the theory
part of this book (refer to unit 1 section 1.3, page 12-16). The search engines also provide a graphical
user interface to find scrutinized valuable results (refer to unit 1, Fig. 1.11 & Fig. 1.12}.

A delailed list of search symbols, operalors, and commands is also menlioned in unit 1 (Table
1.2, page 14). We have to execute the queries specified in the table one by one and observe the
results. Learners are suggested to write new queries too, we just took two queries and their
explanalions.

Practical Outcomes (PrO}

The learners will be able to:
PrO1: use different features of web browsers.
PrO2: browse the world wide web in a convenient manner.
Pr(33: acquainted with web interfaces of search engines and use dilTerenl search engines.
PrQ4: fetch the most relevant search engine result pages by writing effective search queries.

Practical Setup (Work Situation)

1. Learns have to find any fixed search query of their interest (like mine “nep 20207} on various
web browsers on a particular search engine and analvze the search results.

2. Learners have Lo use the [ealures of web browsers [or convenient browsing and searching.

3. Learns have to find the search query (as of step 1) on various search engines with a fixed
browser and analyze the search results.

4. Refine your search results by search engines interface or by writing queries.

SCTE&VT Learning materials on Computer Application Lab
1
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Resources Required

1. A computer system ie., any PC/Laptop/lablet/Smartphone.
2. An internet connection,
3. An installed web browser software i.e., Mozilla Firefox, Google Chrome, Microsoft Edge, etc.
4. Access to various search engine websites (i.e., google.com, yahoo.com, duckduckgo.com,
bing.com, yandex.com, elc.} or installed browser exlensions of your preflerred search
engine.
Precautions

1. Use an updated web browser Lo protecl [rom securily breaches and browser vulnerabilities.
2. Browse valid search engine websites with H'l"l'PS& enabled padlock icon in the address bar.
3. Download extensions from authenticated app stores and verified vendors,

4. Tollow informalion securily best practices (refer Lo unil 5, section 5.4.1 & 5.4.2).

Suggested Procedure

Browsers have some commons features like bookmarking, dewnload management, password
managemenl, labbed browsing, Incremenlal search,elc. Lhese are explained in unil 1, page 9. One
important feature Ad blocking is discussed here.

(a) Ad blocking On Chrome browser

I

Do

Open Chrome browser and Click, Settings and more {ellipsis icon (three horizontal dots))
in Lhe upper-righl corner of the browser or Press AlL +F A dropdown menu will be presenl.
Click on Settings.

In the next window that opens, click on the “privacy and security” option on the left pane,
Under “Privacy and security” oplions al righl pane “select Site sellings”

A new window with long lists of site settings will be presented. Under content select “Pop-
ups and redirects” then enable radio button having caption “Don't allow sites to send pop-
ups or use redirects”

Learners are advised to check out how to blocks popups in other browsers. Do it practically too.

(b) Searching on various web browsers on a particular search engine:

1.

Open Mozilla Firefox web browser and go to google search engine website ie,
www.google.com

Insert any of your favorite search terms (like “nep 20207} in the search bar {or even in
the address bar il il is set as vour defaull search engine for lhe browser) and then press
the “Enter key” or tap on lens button if you are using mobile/tablet.

Several result pages (SIIRPs) will be presented. Customize this result to show only image
types resulls. Click on Lhe “images” bullon below lhe search bar (refer Lo unit 1,
Fig. 1.11).

Various images related to the search term will be presented. Click on the first image. Tt
will show a new pane with the image enlarged.

Right-click on the image — copy link address. Save this address in a text document
{nolepad) so that il can be reused [or our observalion Table 1.7.

Perform steps 4 & 5 for all three image results and parallelly update the observation "lable 1.7.
Follow Table 1.7 for browser and search engine selection and update observations
accordingly.
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(c) Writing search queries
1. Open google chrome web browser and open google search engine websile ie.,
www.google.com
2. Retype the previonsly given search term(like “nep 20207) with the different search
operators (refer to unit 1, 'lable 1.2). Update the results in the observation table by using
the search operator one after the other and in combination. An example is also listed in

Table 1.8.
Observations
Table 1.7: Browsing Results for Search Term “nep 2020”
Sr. Browser Search Engine Results
No # of results URL of first 3 URL of first 3 Image
and time Image results results after applying
taken any filter {i.e., size,
color, type, time etc.)
4,10,00,000 1 1
1 Mozilla Firefox | google.com (0.57 2 2
seconds) 3 3
2 |Microsoft Edge |google.com
3 |Google Chreme |google.com
4 | Google Chrome |yahoo.com
5 | Google Chrome |duckduckgo.com
8 |Google Chrome |bing.com
7 | Google Chrome |yandex.com
Table 1.8: Search Queries
Sr. Search Query Results
No on google.com # of results and URLs of the first 3 | Screen Shot of the First
time taken results page of SERP
1
1 |nep 2020 filetype:ppt 2
2
5 [nep 2020 filetype:pdf ’
site:{gov.in | nic.in)

Results and Interpretation

1. “nep 2020 search query requested by Mozilla Firefox, Microsoft Edge & Google Chrome
fetches the same number of results in variable time.

2. “nep 20207 search query requesled by Google chrome browser lor differenl search engines
fetch the different number of search results with a different ranking.

3. Search query letches reliable and useflul conlent about the “nep 20207 search term. It lelches
only PowerPoint presentations in the first query of lable 1.8.

4, Second query fetches confined results of portable document format from government websites
i.e.,, govin or nic.in
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Conclusions

1. 'The same search query requested by different web browsers fetches some different results even
on the same search engine. Which is likely due to browser settings, cookies, etc.

2. The search resulls of dilferent search engines vary draslically.

The different browser has their interfaces to perform browsing & searching tasks.

4. Web results are dynamic depends on various factors like internet speed, time of day, search
lrallic on thal belween request machine and server, elc.

[

Practical Related Questions

Note: Below given are few sample questions for reference. Teachers must design moresuch questions
in order Lo ensure the achievemenl of pre-delined course oulcomes.

1. Have yon found any suggestions during search term typing?

2. What dilference you observed in st three resulls (s.no 1 to 3) of Table 1,77

3. Why does “wurl” and “inlext” used lor?

4, Which operalor is used Lo group search lerms in Google’s scarch query?

Suggested Learning Resources
[1] A.Ravichandran, Internet and Web Technology. New Delhi: Khanna publishing house.

Suggested Assessment Scheme

The given performance indicators should serve as a guideline (or assessment regarding process and
product-related marks.

Performance Indicators Weightage | Marks Awarded

Process Related: .......... Marks* {.......... %)

1. | Environment Readiness by student 10

2. | Explanation of practical components i.e., section 1.2 10 1.7 20

3. | Procedure adoption and step-by-step explanation 10

4. | Viva voce 10
Product Related: .......... Marks* (..........%])

5. | Preparaticn of observation tables 25

6. | Screen shots and explanation of Observaticn tables & 25

conclusions made
Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the
leacher.
Name of the Student:.......ccccovririer e e e Signature of Teacher with
Marks Awarded date

Process Related Product Related Total
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Experiment 1.2: Digital India Portals

Practical Statement

Visit various e-governance/Digital India portals, understand their features, services offered.

Practical Significance

The Digital India program has become a unique example of the world in providing various public
welfare services to its citizens through digital technology. The practical will not only teach the
students to browse the internet but will also promote the above services to the masses through the
students.

Relevant Theory

Digital Tndia program with its key vision area and pillars is explained in the theory part of this book
(refer to unil 1, seclion 1.4). A detailed calegorized lisL of imporlant porlals is also mentioned in the
unit | (refer to unit 1, Table 1.3).

Practical Outcomes (PrO)

The learners will be able (o
PrO1: browse various Digital India portals.

PrO2: analyze key services and features of the portals.

Practical Setup (Work Situation)

In the practical, we will browse www.uidai.gov.in, swayam.gov.in, and mygov.in Digital India portals
one each from infrastructure, service based, and empowerment category respectively,

Resources Required

L. A computer system ie., any PC/Laptop/Tablet/Smartphone.
2. An inlernel conneclion.

3. An installed web browser software ie., Mozilla Firefox, Google Chrome, Microsoft Edge, etc.

Precautions

1. Use an updaled web browser Lo protecl [rom security breaches and browser vulnerabililies.
2. Browse only valid websites with H'1"I'PS and padlock-enabled icon in the address bar.

3. Follow information security best practices (refer to unit 5, section 5.4.1 & 5.4.2)

Suggested Procedure

L. Open any web browser of your choice.
2. Type URL www.https://uidai.gov.in into the address bar of the browser.

3. 'The home page of the above web portal will be shown as depicted below:
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Fig. 1.29: Home Page of UIDALGOV.IN Portal
The home page has a menu bar on the page with various menus titled My Aadhaar, About
UTDAI, Lcosystem, Media & Resources, and Contact & Support. Placing mouse peinter
to these menus will change the existing cursor from an arrow to peinting hand shape
pointer.

Open the [irsl menu by hovering over the mouse poinler. The Dropdown menu will show

various options as shown in Fig. 1.30. These are various services that can be availed with this
Digital Tndia portal.

About UIDAI ~  Ecosystem ~  Media & Resources ~  Contact & Support ~

Update Your Aadhaar Aadhaar Services About Your Aadhaar Aadhazr On Your Moblle
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FInLIry
Order Aadhear MYC Card

Chesk Aadhaar PVC Card
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Axrihaar Paperlaes OMline =-
kye: (Rexa)

Check AadhaaBank Linkng
Status
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Sandce
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Aarlhzar | ) as Pronk
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Handbooks

6. By navigating various menus olher related information will be shown. Updale Table 1.9 [or

Fig. 1.30: My Aadhaar Menu Showing Various Services

various features and services offered by widaigovin.

7. Similarly, by lollowing the above procedure swayam.gov.in & mygov.in porlals can be browsed

and analyzed. The home pages of these portals are depicted in Fig. 1.31 & Fig. 1.32.

8 A click on “EXPLORE COURSES” at the Swayam portal provides a list of upcoming and

ongoing MQQCs for Indian cilizens.

9. MyGov portal provides a facility for citizens to participate in government decisions.
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Fig. 1.32: Home Page of MyGov Portal

Observations
Table 1.9: Key Services and Features of e-governance/Digital India Portals
Iﬁ; Digital India Portal Key Services Offered Features
1 | www.uidai.gov.in Book appeintment, Check | Multilingual, Screen Reader, customizable
status, ete. fonts size, chat-bot, social media feeds.

WWW.swayam.gov.in

wWww. Mygov.in

* Tinlarge the last two columns to accommodate features and services offered by portals.

Results and Interpretation

L. UIDATDs portal is robust in terms of offered services and the use of technology in
portalcreation. Tt offers Aadhaar related services from creation to maintenance,
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2. Swayam MOOC platform has the capability of a complete online education portal. It
provides an online facility to enroll, deliver content, and managing studenty exams and credit
details.

3. MyGov portal envisages citizen’s role in government decision-making. The concept of
participalory governmenl is achieved via varicus Groups, Discussions, Pells, Blogs, and
Talks.

Practical Related Questions

Nole: Below given are few sample queslions lor reference.
1. Is it possible to download an electronic copy of your Aadhaar?
2. Name three activities yon can participate in on the MyGov portal,
3. Which course you can join on Swayam? can it be linked to your current board/university?

Suggested Learning Resources

[1] “Digitalindia | Digital India Programme | Ministry of Electronics & Information Technology{MeitY)
Governmenl ol India,)” www.digitalindia.gov.in. hilp://www.digilalindia.gov.in (accessed Aug. 19,
2021).

Suggested Assessment Scheme

‘The given performance indicators should serve as a guideline for assessiment regarding the process
and product-related marks.

Performance Indicators Weightage | Marks Awarded

Process Related: .......... Marks* {.......... %)

1. Environment Readiness by student 10

2. Explanaticn of practical components i.e., section 1.210 1.7 20

3. Procedure adoption and step-by-step explanation 10

4. Viva voce 10
Product Related: .......... Marks* (..........%])

5. Preparation of cbservation tables 25

6. Explanation of observation tables & interpretation made 25

Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the
leacher.

Name of the Student:.........ccooiiiiiii e e Signature of Teacher
Marks Awarded with date

Process Related Product Related Total




Internet Skills and Computer Basics | 51

Experiment 1.3: Computer Hardware Components

Practical Statement

Read Wikipedia pages on computer hardware components, look at those components in the lab, identify
them, recognize various ports/interfaces and related cables, etc.

Practical Significance

The usefulness of the computer is proved by its ubiquity: 'The maintenance needs of such ubiquitous
equipment cannot be ignored. Identitying various hardware components, connecting them, and
correcling common errors has now become an essenlial general skill.

Relevant Theory

A computer system, its various parts, input-output
devices are explained in delail in seclions 1.8 o 1.13 of
the first unit. Different ports briefly described below.

=1, PS/2 Keyboard _
2 PS/2 I:195§e
_m3 USB

Computer port: Is a connector on the motherboard

or on a separate adapter that allows a device to connect i S-PDIF

to a computer; these may include keyboard, mouse, serial, ' ~ 5. RS-232 serial

parallel, network, sound, or video ports. Ports vary with J _.3 6. USB 3.0

the type of equipment that connects to the ports.

€ type of equip , ¢ port: 7. R1-45 Network |

Male ports: Have pins that protrude out from the “———-"'-'-—8 SATA 4

connector and require a cable with a female connector. S g
F . ; . e 2 9 HDMI

emale ports: Have holes in the connector to accept 4

the male cables pins. f;,’\lD. VGA )

PS/2: Most desktop computers have two of these 7 11. Firewire

round ports for six pin connectors, one for the mouse and
one for the keyboard.

USB: It is a 4-wire connector type of port. 1t has
different models (USB 1.0, USB 2.0, and USB 3.0). In
modern compulers connects all kinds of exlernal USB -
devices ¢.g., external hard disk, printer, scanner, mouse, ¥ ‘m®r. ®®®'®,14. Audio,
kevboard, etc. Data travels at 12 megabits persecond, = ﬂ.
USB compliant devices can gel power [rom a USB portL. : Siseany 15, LPT

Serial Port: These connectors use pin connectors of B e e e+ e e
D type. Generally used for long distance communication. Fig. 1.33: Computer Rear Pannel Connectors
Also known as a COM porl. Dala Lravels al 115 kilobils view image source : https:/pinouts.ru/comp.php
per second.

Ethernet Port: Connects to a network and high speed Internet. Connect the network cable to a
computer. This port resides on an Lthernet Card. Data travels at 10 megabits to 1000 megabits per
second depending upon the network bandwidth.

HDMI: High Definition Multimedia Interface provides an interface between any audio/video
source, e.g.. DV player, or A/V receiver, and an audic and/or video monitor, such as a digital television
(DTV). HDMI supporls standard, enhanced, or high-deflinilion video, plus multi channel digital audio
on a single cable.
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VGA: A three row, 15-pin female D-shell connector for newer VGA, SVGA, XGA, SXGA, or
UXGA monitors, Connects monitor to a computer's video card, Similar to the serial port connector
but serial porl conneclor has pins, it has holes.

FireWire: is a personal computer/consumer electronic serial bus interface standard offering high-
speed communicalions and isochronous real-lime dala services. Oflen implemented in consumer
electronics devices, digital video cameras, VCRs, some other multimedia hardware, and computers.

S-video: connector widely used on ATT and other graphics cards, Carry s-video and composite
signals.

DVTI: The Digital Visual Interface (DVI) is a video interface standard designed to maximize
Lthe visual qualily of digilal display devices such as (lat panel LCD compuler displays and digilal
projectors.

LCP Parallel LPT port: The Tixtended Capabilities port is found in some old PCs. LCP is an
extension of the EPP design.

Practical Outcomes (PrQO)

The learners will be able to:
PrO1: browse Wikipedia web pages developed in various languages.
PrO2: convert Wikipedia pages into other languages,
Pr(33: identify various hardware components ol the computer syslem.

PrO4: recognize ports/interfaces and cables of the computer system.

Practical Setup (Work Situation)

In this practical, we will browse www.wikipedia.org an online, mullilingual [ree encyclopedia Lo find
several web pages related to computer hardware components. Thereafter a computer system should
be disassembled and each component will be identified and categorized in a prescribed table according
to its functionality.

Resources Required
1. A computer system i.e, PC/Laptop,
2. An internet connection.

3. Aninstalled web browser software i.e., Mozilla Firefox, Google Chrome, Microsoft Tdge, etc.

Precautions

1. Follow information security best practices {refer to unit 5, section 54.1 & 5.4.2)
2. During touching the computer system’s components an anti-static mat or anti-static wrist strap
and mat combination should be used to protect against Electrostatic Discharge (ESD).

Suggested Procedure

(a) Browse Wikipedia pages on computer hardware
1. Open any web browser of your choice.
2. Type URL www.https://wikipedia,orginto the address bar of the browser,
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3, The home page of Wikipedia encyclopedia will appear

N Widpes a " | - L
having a search bar. - T - - TSR S
oo i
4, Type search term to find related wiki pages. In our WAKIPEDIA

case I have typed “computer hardware component”
and during lyping a suggestion list also appeared.

Wn

e Free Encvdlopedin

=

Frmp——

Suggestion list with a pointing hand shape pointer J e e o “:w. g 2 e
on first suggestion is depicted in Fig. 1.34, e oY ot e
Lither click on the lens button (search) or press o e . kj:\_

enter or select any relevant suggested wiki page. As portugut sain

shown, the mouse pointer is hovering on the first
suggeslion.

6. A web page related to a given term will be
presented. As we got web page depicted in Fig. 1.35.

-

TIFE

il g T4HUHI St

Lempuler bardwane

Computer hardwars
*vgzical o zonert: of 4 comoutes

Information technalogy

Computing platfarn

I pr e o a0t zlse osts

2470 192800 /gL L D MpLEST_Pareian: gy

Fig. 1.34: Wikipedia.org Home Page

W Comauter hardware - Wikipedia % -+ - m ks
<« > G (OIS hllps:/fenwikipedia.crg/v e B 1% ® & =
& ook & lMotlcggedin Talk ContlpJtians Create ccount Login
o - X
il
Jo T —
. & n Adicle | Tak Mead Edit View history | Search Wicipediz Q
:\ ﬁ i
i~ C hard
- omputer hardware
WIKIPEDIA p
The Free Encyclopedia From Wikipedia, the free encyclopedia
Main page Computer hardware includes the physical parts of a computer. such as the
Contcnts case,l central processing unit (CPU), montor, mouse, keyboard, computer

Current everts
Randam zrticle
Ahout Wikipedia
Conleclus
Donae

Contrbute

Help

Learn tc edit
Ciommuniy portal
Recent changes
Uplozd file

data storage, graphics card, sound card | speakers and motherboard

By contrast, zoftwarc is the sct of instructions that can oc stored and run by
hardware. Hardware is so-termed because it s "hard" cr rigid with respect o
rchanges whereas soffware iz "soff" hecause it is easy o change

Hardwarc iz typically dirccted by the softwarc to executc any cormmand or
instructon. & comb nation of hardware and software forms a usable
computng system, although other systems exist with only hardware.

F2P 11 CPU board

Contents [hde]

1 Von Meumann architecture
2 Types of computer systems

Fig. 1.35: Wikipedia Page on “Computer hardware”

7. 'I'he Wikipedia page has a famous layout having a basic definition or introductory

information on the top and thereafter a managed list of contents included for the webpage.
The “Conlenls” section conlains local links referring Lo other seclions of the page.

The page contains various hyperlinks to other related webpages of Wikipedia and links
Lo relerences lor Lhe page.
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9. Navigate to other links one by one to get more related Languages
information, e.g., we can browse other Wikipedia pages on the AT
CPU, monitor, mouse, elc. by hyperlinks on the first paragraph. Pl
10. For a fresh search, use upper right corner search box with a L
- DEIWoEe
lens icon. w32
11. We can view Wikipedia pages already developed in other L
languages by scrolling down to the Languages section in the it
lell pane as shown in Fig. 1.36. It is not aboul being a consumer ET :
only, we can contribute by writing a page to Wikipedia. You o
may follow the instructions given in the “Contribute” section Fig. 1.36: Wikipedia
for the same. Fages in Other Language
12. To view an enriched wiki page {developed in any language) to your preferred regional
language you may use some browser exlension Lo complelely Lranslator the webpage in your
desired language.
13. As you can see the Fig. 1.37 presents the same webpage (having the previous URL)
translated into Hindi language.
14. The webpage can be translated into other languages with the toolbar (available after
inslalling and enabling Lhe google translale extension) on the Lop ol the webpage.
& c & en.wikipedia.org/wiki/Computer_hardware b g B » e 35-.‘-5:.: )
ooqle & Translated to: Hindi[¥] | Show original Options ¥ | [X]
PR & TS ¢ G SFEE @ e we g @
Gabl |
> Q W ?I oG] T Ioga @ g ad Q
Wl
e 4
NGRS

eE
sEdE

- - C
WikrpepiA =~ PECR BlSAER

The Free Encyclopedia

fafetifsa, Fges Hysmd

ST FISII U & Hiide aey =it & dges oy ama, M dza
AR gie (W), AFeT, Arew , FEe | FEes e $9E,
Titrad FIE | TS FIE , Taaia 3R gewas | 2

Fig. 1.37: Wikipedia Page Translated in Hindi

(b} Recognise various components, ports, and cables

1.

V1o

Look al all those wires coming [rom the bacl of your PC. Theres a power cable, a lelephone or
network cable, probably a printer cable, a keyboard cable, a mouse cable, and maybe a few others,
depending on your system. Various components should be enlisted in form of Table 1.10.
Explain in detail the components included in Table 1.10 such as their purpose,
manufacturing companies, estimated value etc.

Unplug each of your PC’s cables one at a time and practice plugging it back in until you
get a feel for how it fits.

Properly reconnect all the cables that you removed.

Examine other compulers Lo see il they have differenl connectors from the ones, you've
already documented.
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Observations
Table 1.10: Recognised Hardware Components
22 Input Output Processing Storage

Practical Related Questions

Note: Below given are few sample questions for reference.
1. What is the way to view a Wikipedia page in regional languages?
2. EHxplain in detail about the components given in the table, such as the names of the
manufactures of the components, their purpose, estimated price, etc,
3. ls it possible to plug any cable into the wrong connector? 1f so, which one{s)?
Data cable from the keyboard to the PC
Type of connector: __ ; Male or Female: ___; Number of pins/holes: __

1)

Describe the data cable connector type at both endsfrom scanner to computer.

Identily the conneclors pictured next. What is the name of each conneclor and what does it
connect to?

&

Suggested Learning Resources

[1] D.Anfinson and D. Quammen, IT Essentials PC Hardware and Software Companion Guide. Madrid:
CISC Press.Pearson Hducation., 2009.

[2] M. Meyers, Mike Meyers’ CompTIA A+ guide : essentials : exant 220-701. New York: Mcgraw-Hill,
2010,

[3] “Computer Rear Panel Connectors pinouts diagrams @ pinouts.ru,” pinouts.ru.
https://pinouts.ru/comp.php (accessed Sep. 19, 2021).

Suggested Assessment Scheme

The given performance indicators shonld serve as a guideline for assessment regarding process and
product relaled marles.

Performance Indicators Weightage |Marks Awarded
Process Related: .......... Marks*{.......... %)
1, Environment Readiness by student 10
2 Explanaticn of practical components i.e., section 1.2t0 1.7 20
3. Procedure adopticn and step-by-step explanation 10
4 Viva voce 10
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Product Related: __........ Marks* (..........%)
= Preparation of ocbservation tables 25
B. Explanatich of observation tables & interpretation made 25
Total 100%
* Marks and percentage weightage for product and process assessment will be decided by the teacher.
Name of the Student:.............ccceii e Signature of Teacher
Marks Awarded with date

Process Related Product Related Total

Experiment 1.4: Peripherals and Device Driver Installation

Practical Statement

Connect various peripherals (printer, scanner, etc.) to computer, explore various features of peripheral
and their device driver software.

Practical Significance

It is a well known fact that hardware components from different manufacturers are assembled to make a
complele compuler system. Although operaling syslems are equipped Lo inslall a Targe list of standard
hardware. But some hardware devices are not automatically installed during the operating system installation
and some don’t work properly post-installation. Further, the capability of the driver is updated from time to
time by the hardware manufacturers. Thus, it is essential to
be versed wilh the skills required for driver installalion.

% Device Manager - O
Hle  Achon  View Help

Relevant Theory &= 7|0 B B X

v A DESKTOR-6U3NHK4

(a) Connecl Peripheral devices .
k| Audcanputs and outputs

Computers are all about input and output, both within the B Eatterics
system box and between the system box and a variety of | Eiometric devices
external devices. The term input/output ([/O) covers both O Elustooth

w @ Carrarss

Lypes of Lhese interaclions. Examples of commeon inpul ® Inteqrated Camera

devices include the keyboard and any pointing device [ Computer Update driver
{mouse, trackball, pen, etc.). [ata can also be input from s Disk crives Disable device
devices that also take the output, such as storage devices ? E_"p'“”a Uninstall device
. S rirmmware
and network cards. The most common outpul devices are H
. ) Hy Human Inte Scan for hardware changes
the display, sound card, and printer. *5 IDE ATA/AT
. i . . Properties
{b) Device driver installation E T‘h“ar;‘ : — _
ice and other ponting devices
1 : 1 1 71 ke i .
Device Manager is the primary Windows tool for managing 8 Monitors
hardware. It lists all installed hardware devices and the 50 Metwork adapters
drivers Lhey use. Using Device Manager, you can disable or E Frint queues
Frocessors

enable a device, update its drivers, uninstall a device, and
undo a driver update. Device manager can be accessed via
any of the below methods.

Bf securty devices

Fig. 1.38: Device Manager Program
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Start menu: The easiest way to open the Device Manager on Windows 10 is to click on the Start
menu and type Device Manager' in the search box.

Run: Press the Windows key with the letter R (Windows Key + R) where the Run engine will appear.
Type in ‘devimgmt.msc' and click OK. The device manager window will be shown as depicted in Fig. 1.38.

Practical Outcomes (PrO)

The learners will be able Lo:
PrO1: connect various peripherals to the computer system.
PrO2: explore various features of peripherals.
PrO3: install the device drivers of hardware.

Practical Setup (Work Situation)

This practical will discuss a universal method
for device driver installation and a specific
method for local scanner/printer
installation.

B Updatz Drivers - Integrated Camera

How dc you want tc search “or drivers?

Resources Required

1. A compuler syslem i.e., PC/Laplop.
2. An internet connection,

Precautions

You must log on with administrator privilege
to make any changes via device manager.

Fig. 1.39: Update Drivers Window

Suggested Procedure

Follow these steps to use Device Manager to update device drivers of your system.

1. Tor best results, locate and download the lalest driver files [rom Lhe manulacturer’s websile Lo
your hard drive. Be sure to use 64-bit drivers for a 64-bit OS and 32-bit drivers for a 32-bit
Qs.

2. Using Device Manager, right-click the device and select Properties from the shortcut menu (See
Fig. 1.38). Lhe Properties window for that device appears. Select the Driver tab and click Update
Driver. The Updale Driver Soflware box opens (See Tig. 1.39).

3. To search the Internet for drivers, click Search automatically for updated driver software. If you
have already downloaded drivers to your PC, click Browse my computer for driver software,
and point to the downloaded files. Note that Windows is looking for a .inf file to identify the
drivers. Conlinue o [ollow Lhe directions on Lhe screen Lo complele the installation.

Install or add a local scanner/printer on Windows 10
In most cases, all you have to do to set up a scanner is to connect it to your device. Plug the USB cable
from your scanner into an available USDB port on your device, and turn the scanner on. If that doesn't
work, here's a way to do it manually.
1. Select Start — Settings — Devices — Printers & scanners.
2. Select Add a printer or scanner. Wail lor it Lo (ind nearby scanners/prinlers, then choose the one
you want to use and select Add device,
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Observations
Tahle 1.11: Administering Hardware with Device Manager
ﬁ"; Action taken Reflection in Device Manager Screenshot

1. |Install, update, disable or|Current version no. and new
uninstall version no of drivers in case of
install and update.

Practical Related Questions

1. Name some peripheral devices used lor outpul purposes.

2. Which Windows utility is used to install or update device drivers?
Suggested Learning Resources

[1] D.Anfinson and D. Quammen, IT Essentials PC Hardware and Software Companion Guide. Madrid:
CISC Press.Pearson Education., 2009.

[2] M. Meyers, Mike Mevers’ CompTIA A+ guide : essentials : exarn 220-701. New York: Mcgraw-Hill, 2010.

Suggested Assessment Scheme

The given performance indicators should serve as a guideline for assessment,

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks* {.......... %)
1. Explanation of practical components i.e., section 1.210 1.7 20
2. Procedure adoption and step-by-step explanation 15
3. Viva voce 15
Process Related: .......... Marks* {.......... %)
g, Preparation of abservation tables 25
5, Explanaticn of ocbservation tables & interpretation made 25
Total 100%
* Marks and percentage weightage for product and process assessinent will be decided by the teacher.
Name of the Student:..........c..cocv i v ee e e e Signature of Teacher
Marks Awarded with date
Process Related Preduct Related Total

REFERENCES AND SUGGESTED READINGS

[1]  R. S Salaria, Compuler Fundamenitals. Khanna publishing house.

[2] P K. Sinha, Computer Fundamentals, 6th ed. New Delhi: Bpb Publication,2019.

[3] “Digitalindia | Digital India Programme | Ministry of Electronics & information Technology (MeitY)
Government of India” https://digitalindia.gov.in/ (accessed Jul. 15, 2021).

aad
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il. $ cd College

iil. % mkdir Humanities Computer Electronics Mechanical Civil
iv. % cd Humanities

v. ¥ touch cs.txt el.txt me.txt ce.txt

vi. $cd.

vii. $ ¢d Computer

viii. $ mkdir IT Cyber Security

Use cp command to perform the desired action.

c. Use mv command to perform the desired action.
d. Use rm -r command to recursively delete the directory structure.

C. Crossword

Across: |-prompt, 5-dd, 7-bios, 10-history, 11-kernel, 12-piping
Down: 2-rm, 3-louch, 4-android, 5-Debian, 6-cal, 8-shell, 9-grep

KNOW MORE

1. Convey Lhe studenls Lo install Lhe latesl version of the operaling syslem on their personal computer
because it will be more secure and featured than older ones.

2. Teachers encourage students not to buy pirated software. Users can be harmed by using security
lapses in pirated software.

3. In addition to a clean install of Ubuntu, students can be taught to install Linux Bash shell on
Windows 5. See details on Lhe URL: hilps://ilsfoss.com/install-bash-on-windows/or walch
mentioned video. https:/fwww.youtube.com/watch?v=1ap3hL-UR9I

Applications

Operating systems is necessary for managing and controlling every device. It is available in small wearable
device to large and complex control systems. 1n addition to conventional presence at personal computers

and maobile devices OS found its applicalions in other domains as well, few are lisled below:

Embedded systems used in home appliances,

Automobile engine controllers

Industrial robots and Research

Spacecraft Control System which is used to operate a spacecraft from the ground.

Large scale compuling systems and mobile computing.

PRACTICALS

Experiment 2.1: Operating System Installation

Practical Statement

Install Linux and Windows operating systems on identified lab machines, explore various options, do it
mulliple times.
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Practical Significance

The maintenance of the existing system or upgradation requirements are two key reasons behind the
installation of the operating system. An upgraded, updated O8 provides robust services to its users. The
QS inslallation skills are necessary lor compuler users.

Relevant Theory

Installalion of Windows and Linux operaling systemns is elaboraled in unit 2, Seclions 2.1 and 2.2.

Practical Outcomes (PrO}

The learners will be able to:
PrO1:  clean install Ubuntu Linux operating system on an identified lab machine,
PrO2:  clean install Windows 10 operating system on an identified lab machine.

Practical Setup (Work Situation)

In this practical, we will clean install Ubuntu and Windows operating system. For the precautionary
measure, we must choose a computer machine with no important data.

Resources Required
1. A compuler syslem ie., PC/Laplop.
2. An internet connection.
3. A bootable media (CI}/DVD/USB) having the operating system on it.

Precautions

L. All important data should be backed up before starting the installation process.

2. Recommended system requirements should be checked before the installation process.

3. Besides minimum syslem requirements, yvou must also consider the compalibilily of the specific
components installed in the PC i.e.,, check whether all of your software and hardware will be
available in a newer version of OS?

4. If vou are installing Windows OS, Keep the serial key handy.

Suggested Procedure

The Step by step detailed process of clean installation for Ubuntu Linux is explained in unit 2, section
2.1. Whereas diagrammatic explanalion of Microsoll Windows QS installalion is included in the same
unit, section 2.2, The procedure includes various steps like download the OS, creation of bootable
media, booting from the bootable media, and then actual installation and configuration settings.

Observations
Table 2.7: OS Installation Facls
Sr. ggm;::rsatt?; OSt\;e;lon New File | New Partition| Time Taken | Key Features
No System Sizes for installation| of the OS

{HDD, CPU, RAM, etc.)| Installed
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Practical Related Questions

Note: Below given are few sample questions for reference.

L. ‘What is the preferred file system for Windows?

2. What is the task order when preparing a new hard drive for a new OS installation?
a. Format, then partition, then install the OS
b. Partilion, Lhen install OS, then lormal
¢. Format, then install OS, then partition
d. Partition, then format, then install QS

3. Whats the recommended CPU speed and amount of RAM needed to install Windows 10?

Suggested Learning Resources

[1] D. Anfinson and D). Quammen, I’ Essentials PC Hardware and Software Companion Guide. Madrid:
CISC Press.Pearson Educalion., 2009,

[2] M. Meyers, Mike Mevers’ CompTIA A+ guide : essentials : exam 220-701. New York: Mcgraw-Hill, 2010,

Suggested Assessment Scheme

The given performance indicators should serve as a guideline for assessment regarding process and product
related marks.

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks?* {.......... %)
1. Creation of Bootable media 10
5 Chalnlging_Boot sequence order, defining file system and 10
partition sizes
3. Explanation of practical compenents i.e., section 1.210 1.7 10
4. Procedure adoption and step-by-step explanation 10
. Viva voce 10
Process Related: .......... Marks* {.......... Ya)
6. Preparation of observation tables 25
7. Explanation of cbservation tables & interpretation made 25
Total 100%
Name of the Student:........coce i Signature of Teacher
Marks Awarded with date
Process Related Preduct Related Total

REFERENCES AND SUGGESTED READINGS
[1] Sumitabha Das, UNIX concepts and applications. New Delhi: Tata McGraw-Hill, 2006.

[2] E. Quigley, UNIX shells by example, 3rd ed. Upper Saddle River, Nj: Prentice Hall Professional
‘lechnical Reference, 2010.

Qad
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PRACTICALS

Experiment 3.1: Hyper Text Marup Language

Practical Statement

Practice HTML commands, Llry them with various values, make your own Webpage.

Practical Significance

HTML is a markup language used for creating web pages and web applicalions. Nowadays thal online
services are expanding for daily essential services as well, by taking advantage of this, we can also create
online solutions for our needs and domain. The process of creating web pages will also make internet
surfing and searching casier. As HI'ML programming is a fundamental skill for web development it is
signilicant (o be versed with iL

Relevant Theory

Introduction to HTML, struclure of an HTML documenl, process Lo create a webpage, various HTML
tags, use of graphics and tables, hyperlinking of web resources, and HTML web forms are explained in
unit 3, section 3.1,

Practical Outcomes (PrO)

The learners will be able to:
PrOl: create a webpage with basic formatting tags, graphics, and table.
PrO2: create a personal webpage with various formatting, listing, hyperlinking and graphics tags.

Practical Setup (Work Situation)

We will write HI'ML programs for two scenarios mentioned in practical outcomes.
Scenario 1: Creale a webpage having HTML Lable o display the departmenl wise list of faculties.
Scenario 2: Create a personal webpage Lo show your basic details, objective, work experiences, skills,
and social media handles. Webpage should have the use of basic formatting tags, ordered and unordered
lists, graphics, text, and image hyperlinks.

Resources Required

L. A computer system i.e., PC/Laptop.
2. A normal text editor software i.¢., notepad, notepad++, etc.
3. Aninslalled web browser sollware i.e., Mozilla Firefox, Google Chrome, Microsoll Edge, elc.

Precautions

Always wrile clean HTML code {Lhe code wilh proper end lags, spacing, nesting & which fellow slandards)
that can run on different platforms and browsers,
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Suggested Procedure

Follow these steps to create and run an HTMT. webpage.

L. Open any text editor of your choice. and type the source code of your HTML program (source
code for both scenarios are mentioned in ‘lable 3.20).

2. Now we have Lo save Lhis file with a_hlm or .himl extension. To do so, click on the Tiles — “save
as” option. It will show Save as dialog box {refer to unit 3, Fig. 3.2(b}). We have to select the “All
Files (*}” list option from Save as type.

3. Now change the name of the current file from ‘Untitled.txt’ to ‘myWebpage. htm!” and click on
the Save option. The icon of the current file will change to your default browser’s icon.

4. The saved [ile can be now opened in any web browser using one of Lthe below methods.
a.  Just browse the file and double-click on the file, it will be opened in the default browser.
b.  Open vour browser, press Ctrl + ‘O keys, and select file by browsing its location.

¢.  Open vour browser and Drag & Drop’ vour html/htm file on the browser window.

Table 3.20: Source Code and Output for Scenario 1

<html=

<head> Dept_Wise Faculties</head>

<body> <table style="background-color: khaki;" border="2" width="510">

<tr><td style="text-align: center;" colspan="4" width="510">

<p style="text-align: center;"»<b>Computer Department</bx></p></td></tr>

<lrz<Ud style="lexl-align: cenler;" widlth="47"><p>8.No</p></Ld>

<td style="text-align: center;" width="85"><p>Photo</p></td>

<td style="text-align: center;" width="198"><p>Faculty Name &amp; Designation</p>
</td><td style="text-align: center;” width="180"><p>Contact Information</p></td></tr>
<tr><td style="text-align: center;" width="47"><p>1.</p></td>

<ld slyle="lexl-align: cenler;" widlh="85">&nbsp;<img src="hlps://www.lchishnoiin/images/
Ichishnoijpg" alt="DrL.CB" width="70" height="67" /></td>

<td style="text-align: center;" width="198">

<p>Dr. L. C. Bishnoi, HOD </p></td>

<td style="text-align: center;" width="180">
<p>LCbishnoi@rajasthan.gov.in</p><p=https:/fwww.lcbishnoiin/</p></td></tr>
<lrz<td style="lexl-align: centler;" width="47"><p>_</p>

</td><td style="text-align: center;” width="85"><p>..</p></td>

<td style="text-align: center;" width="198"><p>..</p></td>

<td style="text-align: center;” width="180"><p>..</p>

<ftd></tr>

<tr><td style="text-align: center;" colspan="4" width="510">

<p style="lexL-align: cenler;"><h>Mechanical Departmenl</b></p></ld></tr>
<tr><td style="text-align: center;" width="47"><p>1</p></td>

<td style="text-align: center;" width="85">&nbsp;</td>>
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<ld style="lexL-align: cenler;"” widlh="198"><p>Er. Sanjay Sharma, HOD</p></1d>

<td style="text-align: center;” width="180"><p>sanjay,jns1970@gmail. com</p></td></tr>
</table>

</body>

</html>

Qulpul Scenerio 1:

Computer Department

Faculiy Name &
Designation

Contact Information

LC.bishnoij@rajasthan gov.in
Dr. L. C. Bishnoi, HOD

https:/www.lcbishnoi.in/

‘ Mechanical Department
‘ 1 ‘ |EI. Samay Sharma, HOD ‘ sanjay.jns1970(@gmail com
Tahle 3.21: Scurce Code and Qutput for Scenario 2
<html>
<head> <title>My Demo Webpage</title>
</head>
<body >

<img src="PJoshijpeg” align=right width="80" height=95><br>
<hl>Prashant Joshi</hl>
<hl style="background-color:IndianRed;color:white;">Objective</h 1>
<p>I am Prashant Joshi. A teacher, an engineer thus a selution provider to society. [ want to promote
Digilal India Mission keeping <b><i>"Good Governance by E-Governance”</i></b> as my objeclive.
<u>Ti-Learning</uz is another facet of my passion and profession to make this society better.</p>
<h2>Indispensable Skills</h2>
<ul=
<li>Widnows Programming</li> <li>Computer 'lroubleshooting</li>
<li>Cybersecurily & Threal Hunling</li> <li>Websile development</li> </ul>
<h2 »>Previous Work Txperience</h2
<p>T have had a illustrious career in a variety of trades, Here are some highlights:</p>
<ol> <li>Worked as a Website Developer at <i>ePragya Software Ltd </i>-<u>2008-2009</u></1i>
<li»Performed cutting-edge web design at <i>Pan India Con. Pvt. Ltd </i>- <u>2010-
2013</u></li>
<li>Joined DRDO India Involved in<i> Chandrayaan Project</i> <u>2014-2015</u></li>
<fol><hr>
<i>Get connected on <a href="www.epragya.in” target="_blank™> www.epragya.in</a> or Follow me
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on below social media handles</i>

<p align=center> <a href="https://www.youtube.com/c/ePragya” target="_blank">

<img src="https://drive.google.com/thumbnail?id=10mCcznYdWRIq5kgBMs8a9e CPcIW3P78B"

width="35" height="45"></a>
<a href="https://www.facebook.com/ErPrashant]oshi/" target="_blank">

<img sre="hups://drive.google.com/thumbnail?id=1BRdjb3m2SbmYyPunQHOS83QLr_axTpoQp”

width="35" height="45"></a>
<a href="https://twitter.com/PrashantJosh!" target="_blank">

<img src="https://drive.google.com/thumbnail?id=1cSNqC4G5_s0I5IHihmeVévuBzovWIE2C"

width="38" height="45"> <fa></p>

</body>
</html>

Qutput Scenario 2:

Wy Deme Webpage: X + - O X

C [ filey///D:/Lab-P6/Demo_WebPage.html w (]

Prashant Joshi

i

I am Prashant Joshi. A teacher. an engineer thus a solution provider to society. I want
to promote Digital India Mission keeping " Good Governarnice by E-Governance” as
my objective. E-Leaming 15 another facet of my passion and profession to make this
society better.

Indispensable Skills

* Widnows Programming

* Computer Troubleshooting

* Cybersecurity & Threat Hunting
» Website development

Previous Work Experience

T have had a illustrious career in a variety of trades. Here are some highlights:

1. Worked as a Webasite Developer at ePragya Software Ltd -2008-2009
2. Performed cutting-edge web design at Parn Jndia Con. Pvi. Ltd - 2010-2013
3. Joined DRDO India Involved in Chandrayaan Project 2014-2015

Get conmected on www.epragya.in or Follow me on below social media handles

ou i
.
—

~
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Observations
Table 3.22: HTML Tags and Attribute used in Both Scenarios
ﬁ; Scenario Name of HTML Tag Attribute Description
1.

Practical Related Questions

1.
2.
3

What is the use of “rowspan” and “colspan™?

Suggested Learning Resources

How we can change the color of Lhe Lable border?

What types of hyperlinks can be created in HTMI. programs?

[1] T. Bayross, Wehb enabled commercial applications development using ... HTML, DHTML, Javascript,
Perl CGI [with CD]., 3rd ed. New Delhi: BPB Publication, 2005,
[2] W3Schools, “H'I'ML 'Tutorial,” W3schools.com, 2019. www.w3schools.com/html/default.asp.

Suggested Assessment Scheme

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks* {.......... %)
1. Explanation of practical compenents i.e., section 1.2t01.7 10
2. Clean source code, and step-by-step explanation. 25
3. Viva voce 15
Process Related: .......... Marks™ (..........%)
4, Source code & It's output 25
5. Preparation of cbservation tables 15
6. Explanation of observation tables & interpretation macde 10
Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the

teacher.

Marks Awarded

..................... Signature of Teacher

with date

Process Related Product Related
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REFERENCES AND SUGGESTED READINGS
(1] faformuaiion and Computer Technology, 15t ed. Delhi, India: CBSE.

[2] NCERYV, informalion and communication lechnology © Textbook for class £X. New Delhi: National
Council of Educational Research And Training, 2019.

[3] “QR Codes Content,” digital nios.ac.in. htp://digital.nios.ac.in/topic.plip?id=330en24 (accessed
Aug. 19,2021).

[4] 1. Bayross, Web enabled commercial applications development using ... HTMI, DHTMI, Javascript,
Perl CGI fwith CDJ., 3rd cd. New Delhi: BPB Publication, 2003,

[3]  W3Schools, “H'I'ML lutorial.” W 3schools.com, 2019, www.w3schools.com/html/default.asp

[6] W3Schools. “CSS Tutorial,” H3schools.com, 2019, www.w3schools.com/ess/default.asp.

|
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PRACTICALS

Experiment 4.1: Open Office Tools

Practical Statement

Explore features of Open Office lools, creale docurments using Lhese lealures, do il multiple limes.

Practical Significance

The spread of informalion lechnology has ensured Lhe compuler has its place in every ollice. Word
processing, mathematical work, and presentation work have an important role in the daily computer tasks
of an office. In this practical, we will see the Writer, Impress, Calc component of Apache’s OpenOffice
Software suite.

Relevant Theory

Various components of Apache Open Office (AOQQ) Tools like Writer, Iimpress, Calc have been explained
in delail in unil 4. In the unil, we have also learned Lthe description of inlerfaces of these components and
how to create documents in them, Specific functions of each component and process to use them are also
learned.

Practical Qutcomes (PrQ)

The learners will be proficient in working AOO tools and:
PrO1: creating a general office proforma in the Writer component of AOQ.
Pr(2: creating a receipt proforma in the CALC component of AOO.
Pr(33: crealing a presenlalion in the Impress component o AQQ.

Practical Setup (Work Situation)

In this practical, sludenls should be provided with the different scenarios Lo work on and lel them choose
the AOG component of their choice.

Scenario 1: Suppose youare working in the education department and assigned to create a proforma
to collect the teacher’s profile. Fields for data collection with a sample proforma are provided as in
Fig. 4.34.

Scenario 2: Considering yoursell as an emplovee ol a service provider company, prepare Lthe receipt
proforma given to you. Calculations should be done automatically in the electronic version {softcopy) of
the proforma. The sample receipt, given to vour customer should be as depicted in Fig. 4.35.

Scenario 3: Assuming yourself a government official, prepare an informative presentation on the
Start-up India campaign. The sample templale is depicled in Fig. 4.36.

Resources Required

1. A compuler syslem i.e., PC/Laplop.
2. Installed Apache OpenOffice sollware.



27

Open Office Tools | 145

Employee’s code
Name of Lhe leacher
Mate ot hirth
Designation
School's address

TEACHER'S PROFILE

Academic/Professional Qualifications:

L-LMSE Coade Now

Slale/UT

District
Block

Academic Qualifications:

Examination

University/ Board

Year

Subjects

Craduation

Post-Craduation

Ph.TD.

Professional Gual

ifications:

D.RdLM.TLRA /Ty,

B.Ed./Equivalent

M.Ed.

Experience:

Txperience

Period

Tolal

From

To

Yar

Months

Teaching

Administrative

Olher

Achievements/ Awards (if any):

1.

2.

Signature of Teacher

Fig. 4.34: A Template Proforma for Teacher's Profile
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Precautions

1. Back up and save your working document periodically to protect it from data loss.
2. Analyze page size, page layout, slide layout as per proforma/slide being created.

Shyam Techno Services

[Street Address]

[City, ST ZIF]

Phone: 8001234567
20215

BILL TQ

[Mame] 564
[Company Name]

[5treet Address]

[City, 8T ZIF]

[Phane]

[Email Address]

RECEIPT

INVOICE & DATE

10-08-21

CUSTOMER ID TERMS

Due Upch Receipt

[Mame, Phone, email@address.com]

DESCRIPTION oTY UNIT PRICE AMOUNT

Service Fee 1 200.00 200.00

Labor: 5 hours at 200 % /hr 5 200.00 1,000.00

Farts 1 1,750.00 1,750.00

Thank you far your business!  SUBTOTAL 2,950.00
55T 18.000%

TAX 531.00

TOTAL INR 3,481.00

If you have any questions about this invaice, please contact

Fig. 4.35: A Template Proforma for Receipt

Suggested Procedure

{a) Proforma for Teacher's Profile

The sample proforma depicted in Fig, 4,34 should be created in Writer program for quick formatting and
provided layout, although it can be created in other components as well.

1. Open a new Writer document {refer to unit 4, section 4.1)
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k=]

Go to the format — page — page tab, choose paper size, margins, etc.

Type the top 7 rows and format the rows to look like in the given proforma, using the basic
formatting command available in the formatting toolbar.

Create a table having 4 columns and 9 rows to accommodate content provided in proforma for
academic/ prolessional qualificalion. Te do go Lo Insert — Table or press Clrl+I12.

Merge columns of row 1 and row 6 by selecting their cell — right-click — Cells —» Merge. Adjust
the size of columns by dragging the borders.

Apply text formatting commands like center, background color, font size, and type as specified in
the given proforima.

Creale anolher Lable for Experience details via the (ellowing sleps similar Lo steps 4 Lo 6.
Create a numbered list for collecting experience details. Type underscore three times and then
press Enter to insert a line as given in proforma.

(b} Proforma for Receipt

The sample proforma depicted in Fig. 4.35 should be created in CALC program for quick formatting,
layout, and calculation needs. There may be different ways to prepare such document. One sequence of
sleps is mentioned below.

1.
2.
3.

8.

Open a new CALC document.

Go to the format — page — page tab, choose paper size, margins, etc.

As depicted, content has a maximum of 4 columns of data so all text layout can be adjusted in 4
columns.

Merge first 3 cells ol row 1 and Lype name of Lhe company i.e., Shyam Techno Services. Merging
can be done via the Merge cells command provided on the Formatting toolbar.

Insert and merge other content as per the given layout.

Apply various text formatting commands e.g., Font type, size, background color, alignment of
text to make our document identical to the given proforma {as much as possible). You may use
“Format Paintbrush” & for quicker (ormatling.

To present numbers wilh decimal [raclions: Righl-click on cell - Tormal Cells — Number —
Options, set decimal places to 2.

Apply formulas for calculating Amount, Subtotal, Tax & Total. (refer to unit 4, Table 4.3)

(c}) Presentation on Start-up India campaign

By looking at both the slide we have to develop the slide. First Slide is having one image (right upper
corner} and 5 lexl sections wilh difTerent formatling, numbering styles. Slide 2 is having six lext segments
for infographics and one for the heading of the slide. The slide is also having some numbering on the left
upper corner of text segments. We may follow the below steps to create our presentation to look like the
given template.

1.

2.
3
4

(%3]

Open a new Impress presentation with Presentation Wizard (refer to unit 4, section 4.3)

Select blank layoul [rom Tasks pane.

Insert Text with Text icon from text toolbar or drawing toolbar or by pressing the F2 key,
Similarly, insert other text segments and input desired data on them, Apply formatting options
like background color, font size, font color, font style, numbering.

Find the Start-up India logo on a search engine, insert and place it on right upper corner.
Inserl a new slide by righl click en the Slides pane and then click New Slide.
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7.
8.
8.

1.

11

12.
13.

Tnsert a text segment for heading and apply formatting options as given in the template.

Insert another text segment and type the text for the first information, Apply text formatting,

Select the text box and fill it with color by Properties pane — Area — Fill drop down to color

and choose the desired color.

To inserl numbering with a circle; create a circle with help of an ellipse icon. Double click Lo

insert the nimbering value, Fill it with the desired color as in the previous step,

Select text box and circle shape and recreate another text segment with numbering by copying &

pasting. Make desired changes as per the second information box of the slide.
place the segments by drag and drop or by keyboard navigational keys.
Repeal step 11, for Lhe nexl lour text segments and numbering.

Start-up India #stqrtupin_clzl_' a

India ranks 3rd globally in terms of the number of start-

ups.
19,000 technology-enabled start-ups. Dominated by

Features of the Scheme: o Internet and financial services start-ups.
o Simple Compliance Regime based on Self-certification World's youngest start-up nation ~ 12% founders less
o legal support & fast-tracking patent examination at than 35 years in age.

Teduced costs. Bengalura ranks 15th globally in Start-up Ecosystem
o Relaxed norms of public procurement for start-ups Ranking for 2015.
o Faster Exit. Number of start-ups with Series A round funding in 2014
o Fund support through a corpus of US$ 1.5Bn. was 46 while it increased to 114 in 2015.
o Credit guarantee support ~ US$ T5Mn per year for 4

years (ending in 2020) Venture Capitalists (VC) operating in India:
o Tax exemption for 3 years. 2 Early VCs: Seedfund, Accel, Kae Capital, and Venture East.
o Start-Up Fests & Annual Incubator Challenge 2 lLate VCs: Helion, Sequoia, Matrix.

Need for speedy
implementation of

policies and initiatives
announced

Cyber security- mitigating
internal threats and
building cyber security as

a business segment

Rapid changes in skill
demand; Re-skilling
current workforce

Fig. 4.36: A Template- Presentation Slides

Slide 1

Slide 2
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Practical Related Questions
1. Which text formatting commands have you used to create the teacher proforma?
How do you set the spacing between two lines to "double"?

What would you change in the receipt proforma to give a discount? and how?

Ll

How to change the background and layout of the entire slide?

Suggested Learning Resources

- Enriched online help and documentation files developed by OpenOffice.org.

Suggested Assessment Scheme

The given performance indicators should serve as a guideline for assessment regarding process and product
related marks.

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks* {.......... %)
1. Explanaticn of practical compenents i.e., section 1.21t0 1.7 15
2. Procedure adoption and step-by-step explanation 15
3. Viva voce 25
Process Related: .......... Marks* {..........%)
4. Preparation of Writer document with proper text formatting, 15
coloring and alignment of text boxes, fables.
5, Preparation of CALC document with proper formatting, 15
alighment of text hoxes, and formula creation.
B. Preparation of Impress document with proper text 15
formatting, alignment of fext boxes, images, eic.
Total 100%

* Marks and percentlage weighlage [or product and process assessment will be decided by Lhe
teacher.

Name of the Student:..........c.ociiiiiii e, Signature of Teacher
Marks Awarded with date

Process Related Product Related Total

REFERENCES AND SUGGESTED READINGS

Einriched online help and documentation files developed by OpenOffice.org:

[1] “Getting Started with OpenOffice.org 3.3” Accessed: Aug. 10, 2021. [Online]. Available: https://
wiki.openoffice.org/w/images/3/32/0100GS33-GettingStartedO 003 3. pdf.
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(2] “OpenOffice.org 3.3 Writer Guide Word Processing with OpenOffice.org 3.3 Accessed: Aug. 10, 2021.
[Online]. Available: https:/fwiki.openoffice.org/w/images/1/11/0200WG33-WriterGuideOOo.pdf.

[3] “OpenOftice.org 3.3 Calc Guide Using Spreadsheets in OpenOffice.org 3.3 Accessed: Ang, 10, 2021.
[Online]. Available: https://wiki.openoffice.org/w/images/d/d4/0300CS33- CalcCGuide.pdf.

(4] “Impress Guide Presenlations in OpenOlfice.org.” Accessed: Aug. 102021, [Online]. Available: hitps:/
fwiki.openolflice.org/w/images/ (/[1/05001G33-000Impress3.pdl.

J0d
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*  Security for Clound Services: Keeping clond infrastructure secure is very important. Service level
architecture and privileges of online accounts such as Google account, One Drive etc. should be
kept secure.

»  Security for Internet of Things (Io'1'): Io'l used for many applications such as Smart home, Smart
City, Intelligenl Transport syslem, Health care, Agricullure. Securing Lhese applications [rom
data leakage, data modification are important aspects in the real-world application.

& Security in Driver-less Cars: Nowadays, the autonomous car or driverless car become important
research. The driving of the car uses sensors and real time data, and hence any changes in the
dala may lead Lo loss of human being. Hence securing the driverless car is most important by
means of protecting real time data of driverless car.

PRACTICALS

Experiment 5.1: Operating System Security Features and Tools
Practical Statement

Lixplore security features of Operating Systems and Tools, try using them, and see what happens.

Practical Significance

The built-in security features provided by any operating system are considered as one of the core properties
of an operating system. 1t is important for every computer user to use these features and tools provided by
Lthe O8 to prolect their privacy and valuable dala.

Relevant Theory
Protection with BIOS and UELI

Modern computers come wilh Unified Extensible Firmware Inlerface (UELT). The lirmware selling
can control our computer system’s hardware at the lowest level. We can enable or disable, any hardware
like USB ports, cameras, sound cards, etc. If the physical access to our computer system goes into the
wrong hands, then it is possible that our system may be breached through live USB / DV 'l'o avoid
such a situalion, it is necessary Lo secure Lhe bool order change of the BIOS and allow booling (rom the
hard disk only, Security should be enhanced by setting a password on UEFI and enabling secure boot
settings.

User Accounts

When we are logged on to the computer with some user account there are some privileges associated with
Lthe user. Windows OS specilies two Lypes ol user accounls i.e., the standard user and privileged user. The
standard user account is given less privilege to change the settings of the system or install other software,
than the privileged account. In the standard vser account, the system becomes secure due to the malware
not getting the necessary permissions. 'Therefore, understand it as a thumb rule that if we want to make
changes in Lhe setlings of Lthe syslem, lhen only log on with the Privilege user AccounL.

Dala Encryplion

Encryption is used in compuler syslems Lo prolect dala [rom evil eyes. Currenl operating syslems also
provide the facility of full disk encryption and our entire hard disk can be encrypted, The feature is

33
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present in Ubuntu 20 core and Windows 10 (except Home editions). Windows 10 has a uotility called
BitLocker for the same. In addition to OS tools, privacy and security can be enhanced from third-party
software e.g., DiskCryptor, Veracrypt, 7-Zip, etc.

Firewall

Firewalls act as a barrier between our network and the oulside world. These are used (o filler incoming
packets based on certain parameters such as packet size, source IP address, protocol, and destination port.
Various rules can be defined to allow or deny packet movement from inside to outside or vice versa.
Ubuntu has a firewall named “Uncomplicated Firewall” (UFW) whereas “Windows Defender Firewall” is
used in windows 10.

Backup & Recovery

There are backup and recovery tools in operating systems that act as a panacea in tough times, There is
also such an option in Windows 10 by which we can back up the desired folders. Through this, the frequency
and time interval of backing up are also configured.

Practical Outcomes (PrQ)

The learners will be able to:
PrOl: protect themselves with help of Bios and UEFIL
Pr(32: deline user accounts and creale a standard user account in Windows 10,
PrQ3:  encrypt hard disk drive with BitLocker utility of Windows 10.
Pr(4:  configure backup for desired folders, set backup frequency and retention time.
Pr(35:  turn on lhe Microsoll Defender firewall on Windows 10.

Resources Required

1. A computer system i.e., any of PC/Taptop.
2. An installed Operating system i.e., Windows 10 or Ubuntu.

Precautions

1. In case of selting up a UETT password memorize it or keep il al a sale place.

2. During user account creation, provide minimumm permissions to users,

3. While encrypting data encryption key is very important, losing a key is equals to losing data.

4. The backup sirategy should keep dala saler bul with lesser memory requirermenls.

5. Allowing and denying IPs, applications via firewall rules should be done cautiously to remain

connected with legitimate users and applications.

Suggested Procedure

Setting UEFI Password
1. 'lurn on the computer and press either the Escape, Delete, B2, F10, or F12 key.
2. Enter the Selup/BIOS/UELT and Navigale Lo the advance sellings page (F7)
3. Click on the Security tab.
4. Under the Security tab, you will see the Administrator and User Password. Go ahead and set two
separate passwords for the Administrator and User accounts.

5. Youshould now see the Administrator and User password status showing as “Inslalled”.
6. Proceed over to Save & Tixit to save and exit. You might have te hit F-10 on the keyboard to Save

& Exit.
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7. The computer should now restart prompting you for a Enter Passuord
password immediately. You can also go back into the UEFI
and test the Administrator or Supervisor password as well. _

Restricting Boot Order

Fig. 5.3: UEFI Password Screen

Changing Bool sequence is also elaboraled in chapler 2 {refer Lo
Fig, 2.4}, We will follow the below steps to restrict the booting other than hard disk:

L. Boot the system into the UEFI settings.

2. Navigate to the Advanced (F7) portion of the UEF1.

3. Click on the Boot Options tab.

4. You will see “Bool Qplion #17 Set Lhis to your internal Hard Drive.
5. Tf you have “Boot Option #2” or more, you should Disable each one,
6. Navigate to Save and Exit or press F10 on your kevboard.

7. Go back into the UEFI setting and verify the changes are set.

Creating a Standard User Account
1. Click on the Windows “Start” Icon.
2. Scroll down o Lhe “Windows System” folder and click the arrow Lo expand.
3. Navigate to Control Panel — User Accounts — User Accounts by clicking each option,
4, Now, click on Manage Another Account — Add a user account,
5. At the bottom, click on “Sign in without a Microsoft Account (not recommended)”.

6. At thebottom, click on “Local account” and fill in the “User name, Password, and Password hint.
Click Next when complele”.

7. Click on “Finish” You should now be back at the “Manage Accounts” window, A new user account
on the system is created.

8. Log off and Log on to verify.

82, User Accounts - O it
« v p g!j > Control Panel » All Control Panel ltemns 3 User Accounts ~ O -]
-

Control Panel Home
Make changes to your user account

Manage your credentials o .
] Ivlake changes to my account in PC settings
@ Configure advanced user
profile properties - o . H H i
_ @ Changeyouraccount type joshi.prashant@gov.in
Change my enviranment Password protected

variables
@

G Change User Ac

count Control settings

Fig. 5.4: A Standard User Account in Window 10

Encrypt Hard drive with BitLocker
L. Locate the hard drive you want to encrypt under “This PC” in Windows Explorer.

2. Right-click the target drive and choose “Turn on BitLocker?”
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Choose the “Tnter a Password” option and enter a secure password,

Select “How to Tnable Your Recovery Key” which you'll use to access your drive if you lose your
password. Various options are provided like print, save it as a file to your hard drive, save it as a
file to a USB drive, or save the key to vour Microsoft account.

Choose “Encrypl Enlire Drive” This oplion is more secure and encrypls [iles vou marked for deletion.

Unless you need your drive to be compatible with older Windows machines, choose “New
Encryption Mode”

Click “Start Encrypting” to begin the encryption process. Note that this will require a computer
reslart il you're encrypling your boot drive. The encryplion will Llake some time, but il will run in
the background, and you'll still be able to use your computer while it runs.

Backup in Windows 10

1.

1)

Navigate to Update & Security by navigating to Start <
— Settings — Update & Security

Select the “backup” option from the left pane and then
on Lhe righl pane Under “Back up Using File History™,

Settings

o Backup options

Overview
Size of backup: 0 bytes

click Add a Drive, A window will open asking you to
select the drive vou wish to back the files up to. By this
time your computer system should have a USB Pen
drive or other internal hard disk inslalled.

Click on *More Options” under “Back Up Using TLile
History”,

The folders which will be backed up are listed under
“Back-Up These Folders” If you see a folder you do
nol wish Lo backup, click on the lolder and click
“Remove”.

If vou wish to back up a folder not listed under the
“Back Up These Folders”, you will want to click on
“Add aFolder” The "Select Folder™ window will open.
Click on the desired felder and click “Choose This
Folder™

Under “Overview”, you can set when and how long to
keep liles backed up. Under “Back Up Files”, I sel mine

Total space on Removable Disk (E:) (E:): 58.9 GB

Your data is not yet backed up.
Back up now

Back up my files
Daily

Keep my backups

Forever (default)

Back up these folders
+

Add a folder

Downloads

C\Users\Lenovo

Fig. 5.5: Windows 10 Backup Options

to “Daily” and under “Keep My Backups”, T leave it at the default setting “Forever”, When ready,

you will need to click “Back Up Now”.

[T

Now if you navigate to the drive you selected, you will sec a folder called “FileHistory” T'his is the
localion of the [olders you have jusl backed up.

Turning on Microsoll Delender TFirewall

1.

Select Lthe Start bulton — Seltings — Updale & Security — Windows Security and then Firewall
& network protection. Open Windows Security settings.

Select a network profile.

Under Microsoft Defender Firewall, switch the setting to On. Tf your device is connected to a
network, network policy settings might prevent you from completing these steps. For more info,
contact your administrator.
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4. To turn it off, switch the setting to Off. Turning off Micresoft Defender Firewall could make
your device (and network, if you have one) more vulnerable to unauthorized access.
A self-explaining easy GUI is depicted in Fig. 5.6.

& Vinc
File Action View Help
o9 @ HE
i Windows Defender Firewall witl e e Security on Local Computer
3 Inbound Rules
% Outbound Rules

il with i i
% Connection Security Rules ‘ Windows Defender Firewall with Advanced Secusity provides network secuity for Windows computers.

%, Monitoring

Overview

Domain Profile

Q‘ Windows Defender Frewal s on. Windows Defender Firewall with Advanced Security on Local Com... X
@ Inbound connections that do nol malch a nule are blocked. Domain Profile  Private Profile  Public Profile  IPsec Settings

@ Outbound connections that do net match a e are allowed.
: Spea_fy behavior for when a computer is connecied to its coporate

Private Profile domain.

State
& Windows Defender Firewal is on. Frewal state: on i jed) =
@ Inbound connections that do not match a nue are blocked. ‘
. Inbound connections: Block (default) o

ﬂ' Outbound connections that do ot match a nie are allowed.

Qutbound connections: Mlow (default) v
Public Profile is Active

Protected network connections: Customize...

@ Windows Defender Firewal is on.
@ Inbound connections that do not match a nule are blocked. Settings
ﬁ' Outhound connections that do rot match a nie are allowed.

(= |

Getting Started
2 Specy logging setfings for Fr
Authenti ications bety troubleshooting.

L

F Specify settings that control Windows -
¥=| Defender Frawall behavior. LT

Create connection securty nules to specify how and when connections between computers)
protected by using Intemet Protocol securty (IPsec).

g Connection Securty Rues
: Cancel Apply
View and create firewall rules

Fig. 5.6: Windows Defender Firewall

Ubuntu 08 20.04 also has an inbuilt firewall named an uncomplicated Firewall (UFW). We can
confligure our rules for incoming and outgoing packels based on or work Llype and requirement.
Command-line interface or GUT both are available. A self-explaining easy GUT is depicted in Fig. 5.7,

Firewall

Status m | '

Incoming: Deny ¥

Firewall
Status

Firewall: Add Rule

Outgoing: | Allow + b
Preconfigured Simple Advanced
Rules
From:| IP Addre Fort Number
To Action From
Allow v In v TCP + d
To: [P Address Sert Nisnhas
Show extended actions Close Add

Fig. 5.7: GUI of UBUNTU’s Uncomplicated Firewall (UFW)
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Practical Related Questions

Nole: Below given are few sample questions for reference.

B

LA

Whal are Lhe safeguards provided by selling up passwords o BIOS and UETT?

How users can encrypt their dala with O8? Name some third-party soltware loo.

Set up a rule to block the F'I'P port of your system.
Create a user account named “AICTE” in your OS.

How do you configure an automatic backup of your specified folders after every 12 hours in

Windows 10 operaling system?
+. .

Suggested Learning Resources

[1] Tyler § Payne, WINDOQWS 10, Improving Privacy & Secuirity. 2020.
[2] M. Meyers, Mike Meyers’ CompTIA A+ guide : essentials : exam 220-701. New York: Mcgraw-Hill,
2010.

Suggested Assessment Scheme

The given performance indicators should serve as a guideline for assessment regarding process and product
related marks.

Performance Indicators Weightage | Marks Awarded

Process Related: .......... Marks* {.......... %)

1. Environment Readiness by student 10

2. Explanation of practical components i.e., section 1.2t0 1.7 20

3. Procedure adoption and step-by-siep explanation 10

4, |Viva voce 10
Process Related: .......... Marks* {..........%)

5. Password setting to BIOS and UEF| & Restricting 10

Boot Order Change

6. User Account creation 10

7. Use of data encryption tool 10

8. Turning on the Firewall and setting rules. 10

9. Setting up automatic backups. 10

Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the

teacher.

Marks Awarded

Signature of Teacher
with date

Process Related Product Related Total

SCTE&VT Learning materials on Computer Application Lab
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